NAT Translation Use Cases
on Firepower Threat Defense

Case 1:

Redouane MEDDANE

Static NAT

object network SERVER-NAT
host 172.16.1.2
nat (DMZ,outside) static 1.8.8.3
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Case 2:

HTTP
172.16.1.2:80

object network SERVER-PUB

host 1.8.08.3
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object network SERVER-PRIV

host 172.16.1.2

nat (DMZ,outside) static SERVER-PUB
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SSH
172.16.1.3:22

object network SRV-PUB

host 1.8.8.3

1
object network SRV-HTTP-PRIV

host 172.16.1.2

nat (DMZ,outside) static SRV-PUB service 88 80
!

object network SRV-SSH-PRIV

host 172.16.1.3

nat (DMZ,outside) static SRV-PUB service 22 22



Case 3:

Dynamic NAT

object network NAT-POOL

range 1.8.6.3 1.0.8.254

!
object network INSIDE-NAT

subnet 192.168.1.8 255.255.255.0

nat (inside,outside) dynamic MNAT-POOL
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Case 4:

Dynamic PAT

object network INSIDE-PAT
subnet 192.168.1.8 255.255.255.8
nat (inside,outside) dynamic interface
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Case 5:

Dynamic NAT and PAT
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PAT overioad 1.0.0.254

object network NAT-POOL
range 1.0.8.3 1.8.8.253
!
object network PAT

host 1.8.8.254

!
object-group network NAT-AND-PAT
network-object NAT-POOL

network-object object PAT

!
object network INSIDE-NAT-PAT

subnet 192.168.1.8 255.255.255.8

nat (inside,outside) dynamic MAT-AND-PAT

Case 6:

Dynamic NAT and PAT
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PAT overload interface

object network NAT-POOL

range 1.8.8.3 1.0.8.254

!
object network INSIDE-NAT-PAT
subnet 192.168.1.8 255.255.255.8

nat (inside,outside) dynamic NAT-POOL interface




Case 7:

Dynamic NAT and PAT
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object network MNAT-POOL1 1113-11115

range 1..9.3 1.0.0.15 PAT overload 1.1.1.30 & interface

object network NAT-POOL2
range 1.1.1.3 1.1.1.15
!
object network PAT

host 1.1.1.38

!
object-group network NAT-GROUP

network-object object NAT-POOL1

network-object object NAT-POOL2

network-object object OUTSIDE-PAT

!
object network INSIDE-NETWORK

subnet 192.168.1.8 255.255.255.@

nat (inside,outside) dynamic NAT-GROUP interface

Case 8:

Manual NAT example 1
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object network INSIDE-NETWORK

subnet 192.168.1.8 255.255.255.8

!

object-group network PAT-DESTINATION

network-object 2.2.2.8 255.255.255.8

network-object host 3.3.3.3

!
nat (inside,outside) source dynamic INSIDE-NETWORK interface destination static PAT-DESTINATION PAT-DESTINATION



Case 9:

Manual NAT example 2
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object network INSIDE-NETWORK
subnet 192.168.1.@ 255.255.255.8
!
object-group network NAT-DESTINATION
network-object 2.2.2.8 255.255.255.8
network-object host 3.3.3.3
!
object network NAT-POOL
range 1.9.0.18 1.0.0.208
!
nat (inside,outside) source dynamic INSIDE-NETWORK NAT-POOL destination static PAT-DESTINATION PAT-DESTINATION

Case 10:

Manual NAT example 3
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object network INSIDE-NETWORK
subnet 192.168.1.@ 255.255.255.0
!

object-group network NAT-PAT-DEST
network-object 2.2.2.8 255.255.255.8
network-object host 3.3.3.3

!

object network NAT-POOL

range 1.6.0.19 1.0.0.28

!

object network PAT

host 1.0.0.3@
1

object-group network NAT-PAT
network-object object NAT-POOL

network-object object PAT
1

nat (inside,outside) source dynamic INSIDE-NETWORK MAT-PAT destination static MNAT-PAT-DEST NAT-PAT-DEST



Case 11:

Manual NAT exemption
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object network INSIDE-NETWORK
subnet 192.168.1.8@ 255.255.255.0@
!

object network REMOTE-NETWORK

subnet 192.168.2.0 255.255.255.8
!
nat (inside,outside) source static INSIDE-NETWORK INSIDE-NETWORK destination static REMOTE-NETWORK REMOTE-METWORK

Case 12:

Manual NAT ports
source/ destination
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object network INSIDE-NETWORK
subnet 192.168.1.6 255.255.255.9

!
object network WEB-SERVER
host 2.2.2.2

!
object network PAT-WEB-SERVER

host 1.1.1.1@
1
object service PORT-88
service tcp destination eq http

1
object service PORT-3086@

service tcp destination eq 8088
nat (inside,outside) source dynamic INSIDE-METWORK PAT-WEB-SERVER destination static WEB-SERVER WEB-SERVER service PORT-80@ PORT-8080



Case 13:

Manual twice NAT
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object network INSIDE-NETWORK
subnet 192.168.1.8 255.255.255.8
!
object network VPN-NAT-OUT
subnet 192.168.16.0 255.255.255.8
!
object network REMOTE-NETWORK
subnet 192.168.1.8 255.255.255.8
!
object network VPN-NAT-IN

subnet 192.168.28.8 255.255.255.0
1
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nat (inside,outside) source static INSIDE-NETWORK VPN-NAT-OUT destination static REMOTE-NETWORK VPN-NAT-IN

Case 14:

1-PC1 want to send a packet to PC3
can PC1 reach PC3?

2-PC1 want to send a packet to the PC2
can PC1 reach PC2?
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object network INSIDE-NETWORK
subnet 192.168.1.8 255.255.255.8
!

object network VPN-NAT-OUT

subnet 192.168.10.8 255.255.255.9
1

object network REMOTE-NETWORK
subnet 192.168.1.8 255.255.255.0
1

object network VPN-NAT-IN

subnet 192.168.20.8 255.255.255.0
1

nat (inside,outside) source static INSIDE-NETWORK VPN-NAT-OUT destination static REMOTE-NETWORK VPN-NAT-IN
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Case 15:

1-PC1 want to send a packetto PC3 H
can PC1 reach PC3? Manual twice NAT

2-PC1 want to send a packetto PC2
can PC1 reach PC27
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object network INSIDE-NETWORK
subnet 192.168.1.8 255.255.255.8
1

object network VPN-NAT-OUT

subnet 192.168.108.0 255.255.255.0
1

object network REMOTE-NETWORK
subnet 192.168.1.0 255.255.255.0
1

object network VPN-MAT-IN
subnet 192.168.20.8 255.255.255.0
1

nat (inside,outside) source static INSIDE-NETWORK VPN-NAT-QUT destination static REMOTE-NETWORK VPN-NAT-IN



