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Abstract— Voting has become an important part of the
democratic system. The voters are more and more widespread,
the more complex the social life aspect, and the need to manage
the voting process more efficiently and more quickly, electronic
voting (e-voting) becomes a more promising choice. The voting
confidence level highly depends on the ability of the system to
protect voters' votes to the end of the process. Parameters in e-
voting consist of accuracy, invulnerability, privacy, and
verifiability. The verifiability aspect is one of the parameters in
e-voting, so verifiability is the most dominant thing in
increasing the confidence in polling technology. In this paper
we propose a metric to improve verifiability in the e-voting
system.
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I. INTRODUCTION

Voting has become an important part of the democratic
system, both to make policy choices, to choose
representatives who will sit in representative assemblies, and
to elect leaders. The voters are more and more widespread,
the more complex the aspects of social life, and the need to
manage the process efficient voting and faster results setting,
electronic voting (e-voting) becomes a more promising
option.

(6] E-voting is an electoral system in which data is
recorded, stored, and processed in the form of digital
information [1]. e-voting is essentially a voting conducted
electronically (digital) starting from the voter registration
process, the implementation of elections, vote counting, and
the sending of votes.

Bruce Schneier (2004) [2] recommends four main
factors to be considered in choosing voting technology,
accuracy, anonymity, scalability and speed voting system.
The accuracy and anonymity factor concerns the individual
protection aspect, where the result of choice does not change
until the last calculation and the result of choice is not known
by others. While in terms of technology, this device can be
widely used and has the speed of the process of voting
results.

Cranor and Cytron (1997) [3] recommend four basic
criterita and three technical criteria for an ideal polling
technology. The first key criteria are as follows:

1. accuracy, where the ballots received by the device
shall not change, be changed in any way and carried
over until the last calculation;
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invulnerability, that is the ability of a device capable
of receiving only registered voters who shall vote and
vote shall be permitted only once;

3. privacy, that is voter protection on the vote that has
been given so as not to be known by others, one of
them is by voter anonymity method,;

4. verifiability, that is the ballots is stored on a device
that is believed to be true (in accordance with what
the wvoter gives) and can be recalculated for
verification where doubtful).

The application of voting technology is not
necessarily well received by the public at large. This is
strongly influenced by the level of public confidence in the
quality of polling technology used. Based on [3] it is seen
that verifiability is one of the parameters in e-voting, so
verifiability is the most dominant thing in improving the
quality of polling technology. Given the verifiability
parameters, it gives confidence and trust to the voters that the
voting system used will provide protection both for the votes
cast as well as to the voters themselves [4]. With regard to
data security, the e-voting system of data security can be
divided into two parts: security related to the voting ballots
(from the voting stage to the counting stage), and voter
verification to ensure the contents of the ballots are
unchanged and has been counted correctly [5].

To measure the degree of verifiability a metric is
Blcded. The metric definition according to Idika [6] is a
value that facilitates decision-making and is derived from
measurement. According to Hayden [7] the metric is the
result while the measurement is activity. Measurement is the
effectiveness of an observation and data collection exercise
in an attempt to gain a practical view of what it is trying to
understand. The collection of security data is very important
to implement an effective security program. But if it is not
contextual to the data and idet about the reason why the data
is collected and for what purpose the data is collected, then
the limitations in describing the measurement will be limited
to terabytes only from the log data and B:k volume occupied
by the auditor's report. In [8] [9], the metric is a consistent
standard for a measurement. Good metrics should be
measured consistently, mexpensively acquired, in the
number of cardinals or percentages, expressed by at least one
measurement unit, contextually specific (relevant enough to
Bl decision maker to make a decision). In [10], metrics are
ols designed to facilitate retrieval decision and develop
performance and accountability through relevant data
collection, analysis and reporting.
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In this paper, the concept of metrics to measure
verifiability in the e-voting system, where things are
determined first that will be wverified based on the
verifiability —requirements of the e-voting system.
Measurement of verifiability degree is obtained based on the
value of the degree of anonymity that has been calculated
previously. Measurements are made on several types of e-
voting protocols that have been defined. By measuring the
verifiability aspects of several e-voting protocols, iffEJhoped
that verifiability can be measured on the protocol of the e-
voting system.

In the next section of this paper will be presented a
measurement of the e-voting verification process. The third
part is a simulated scenario used to show the measurement
results for verifiability. The next section contains the results
of the simulations and studies.

II. VERIFIABILITY METRICS

According to Guasch Castello [11] verifiability is an
electronic voting system should provide a method to verify
that the system works as expected. Voters must be able to
verify their voting results according to their choice and be
taken into account in the vote counting process. The auditor
shall be able to verify that all votes by eligible voters may be
included in the vote count. Verifiability aims to ensure the
correctness of votes cast by voters. In the application of this
technique is known as the method of voter verification, voter
verifiable voting system and voter verified paper audit trails
(VVPAT) [12]. This method gives confidence and
confidence to the voters that the voting system used will
provide protection both for the votes cast as well as to the
voters themselves [13].

Ballots verification is one way t@nake sure the
papers match the voter's choice. For voters, the ultimate goal
is that a system in which every voter without special training
should be easy to convince himself of the resuf of the
polling calculations does reflect actual elections. It can be
used in different phases of e-voting with the aim of achieving
different levels and scope of verifiability requirements [ 14].

The verification process conducted on e-voting is
assumed as follows:

1. Verification of Identity Card and Token QR Code
(Sign registered as voter) with Permanent Voter
Register by Officer at Voting Place to verify that:

a. Voters are those who are entitled

b. The selection process is done directly (not
represented)
¢. The election process is free (no coercion or
pressure from any party)
d. Voters are not fake
2. Verify the status of the QR Code Token stating that

the Elector has made a selection or not to verify that
there is no double election

3. In case of doubt, the Voter may verify that the
voter's vote is genuine (not falsified or altered)

4. Verify that voter vote is confidential (can't be
known to others without legal basis or if there is a
problem)

5. Verify the amount of ballots data from the Voting
Place in the form of reports on the number of voters
who elect to be sent to the Election Commissions

6. Verify no process errors until final calculation.

Table 1. Assumption of verification process conducted on
e-voting

No Process Criteria

1 Verification of Identity Card and
Token QR Code (Sign registered as
voter) with Permanent Voter List by
Officer at Voting Place

2 Verify the status of the QR Code
Token stating that the Voter has made
a selection or not to verify that there is
no double election

3 In the event of any doubt, the Voters
may verify that the voter vote is
genuine (not falsified or altered)

4 Verify that the votes cast by the
election are confidential (unknown to
others without legal basis)

5 Verify the amount of ballots data from
the Voting Place in the form of reports
on the number of voters who elect to
be sent to the Election Commissions

6 Verify no process errors until final
calculation

Anonymity is that nobody (or anything) can trace
the relationship between choice (votes) and the voters who
enter it [15]. Reiter and Rubin [16]define the degree of
anonymity as 1-p where p is the specific user probability
determined by the attacker. The notation for degree of
anonymity applies d = 1 - p, where in this model the
Anonymity degree is strongly influenced by the number of
voters or messages. Where in a system there are 2 (two)
voters, the value of Anonymity degree of voters is '3 or 50%.
Whereas when the number of voters reaches 1,000, the
probability value of cach user is 0.001 and the degree of
Anonymity is 1 - 0.001 or 0.999.

Thus, the degree of anonymity is derived from the
formula [16]:

d=1-p (1)

where:
d = Anonymity Degree

p = probability of the amount of information (n) ie
number of messages / amount of information

The p value is derived from:
p=1/n (2)
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Based on the study of [17] that the result of adding
the amount of information provided on the ballot paper will
improve the verifiable nature of the value that is on paper,
but on the other hand this will decrease the anonymity value
of the ballot paper. So it can be concluded that if Anonymity
is of high value then Verifiability will be of low value, or
vice versa, if Anonymity is low then Verifiability will be
high value, Figure 1 shows the tradeoff between Anonymity
and Verifiability.

Verifiability

08

Degree
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0.2
Anonymity

Lt

1 35 7 9 11131517 1921 23 2527 19
Number of Informations

Figure 1. Tradeoff of anonymity with verifiability

Figure 1 shows an example of a comparison of values
between anonymity and verifiability that makes anonymity
and verifiability influence each other. Based on the graph in
figure 1 shows the relationship between anonymity with
verifiabiity, where if the amount of information is low, the
anonymity degree will be high, if the amount of information
is high, then the verifiability degree is high. Based on this, it
can be concluded that the calculation of verifiability rate
depends on the calculation of anonymity degree. If the
degree of anonymity is high, then the verifiability degree will
be low, so it can be calculated the degree of verifiabilty is the
difference with the degree of anomity with the formula of
verifiability degree as follows:

dv=1-d (3)

where:
dv = Verifiability Degree
d = Anonymity Degree

HI. SIMULATION

To give an example of the use of metric formulas made
simulations by creating scenarios of several e-voting
protocols that show the value of anonymity and verifiability
value. The protocol is defined based on the verifiability
requirements taken from table 1. The e-voting protocol that
will be simulated is shown in table 2 which consists of:

1. Protocol A: The entire verification process for
verifiability needs is carried out
2. Protocol B: The entire verification process for

verifiability needs is not carried out

3. Protocol C: The verification process is carried out for
the needs of verifiablity No. 1, 2, 3, 5 and 6

4. Protocol D: The verification process is carried out for
the needs of verifiablity no 1, 2, 3 and 6

5. Protocol E: The verification process is carried out for
the needs of verifiablity no 1, 3 and 6

Table 2. Scenario protocol plan based on trade off
anonymity with verifiability

Name of Process of Verification

Protocol 1 2|3 4 516

U A A A T A

B R I I B R
c NN | N |- ]N
D NN | N -]= N
E V|- V|- - \

Based on Table 2, we can calculate the Anonymity value
with Verifiability shown in Table 3.

Table 3. The calculation results of anonymity with
verifiability

Protocol Process of Verification . Verifiabi
Anonymity .
1 203 (4|56 Degree lity
Degree
A INEREEEERERE 0 1
B - - - - - 1 0
¥ Y SUNN I A Y
C 0.17 0.83
N NIV -] -
D 0.33 0.67
v [ -T VT -T-1T4W 05 0.5

Table 3 shows the calculation results between Anonymity
and Verifiability degree.

IV. RESULTS AND ANALYSIS

To find out the results of verifiability measurement,
shown in the following graphic in Figure 2.
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Figure 2. Anonymity and Verifiability calculation results

Figure 2 shows the results of the degree of anonymity
and verifiability calculated on Table 3. Based on the degree
of verifiability formula (3), the degree of verifiability has
been successfully measured for 5 pieces of protocol
examples on the e-voting system. Protocol A has a higher
degree of verifiability than other protocols. Protocol B has a

er degree of wverifiability compared to other protocols.
Based on the results of the calculation of the degree of
wverifiability, an agreement can be taken, which e-voting
protocol  will be chosen to be implemented with
consideration to the degree of anonymity and the degree of
verifiability.

V. CONCLUSIONS

In this paper, verifiability metrics have been produced in
the e-voting system, where measurements are taken by
considering aspects of anonymity. From example 5 of the e-
voting protocol measured, the degree of verifiability has been
measured. Protocol A has a higher degree of verifiability
than other protocols. Protocol B has a lower degree of
verifiability compared to other protocols. Based on the
results of calculating the degree of verifiability in example 5
of the protocol, an agreement can be taken, which protocol
will be used by considering the degree of anonymity and the
degree of verifiability.

VI. FUTURE WORK

To measure verifiability, in addition to considering the
anonymity aspect of the e-voting system, it can also consider
the criteria weights for each process assumed for the
verification process. Determination of the criteria weights for
cach verification process can be determined by stakcholders
who have an interest in the e-voting verification process so
that the measurement value can be seen in terms of the

verification process according to the weight of each
verification process. In addition, we may consider the k-
anonymity method for verifiability degree calculations based
on the attribute groups of the desired information.
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