


Fig. 1. E-voting system protocol modeling

In Figure 5 shows the protocol modeling for the e-voting
system, with detailed protocols as follows:

1. Voter Registration Protocol

III. PROPOSED E-VOTING PROTOCOL MODELING
A protocol is a set of rules that govern the interaction of

processes simultaneously on a distributed system [15].
According to [16], the protocol is a rule that contains a series
of steps, involving two or more people, which are made to
complete an activity. Protocols in information technology are
a set of specific rules in the use of telecommunications
connections when communicating. The protocol determines
the interaction between communicating entities [1 7].

According to [18] e-voting protocols, voters, may use a
number of voter support devices (VSD / Voter Supporting
Devices) (for example, desktop computers or smartphones),
count the number ofballots, usually contain a choice ofvoters
in encrypted or encoded form, and include his voice. Voting
is placed on the bulletin board. Voice mail is collected (for
example, from a bulletin board) and is counted by the teller /
voting authority.

The design and development of protocol modeling for
verifiability aspects ofe-voting was designed according to the
results of the protocol model design analysis for verifiability
aspects.

after the vote count is referred to as Verifiability of End-to­
End.

The study there is a Protocol (P) which can improve
verifiability (V) on e-voting, with the concept of Protocol (P):

1. By involving the Voter Party (V), Officer (0), Witness (W)
andKPU (C)

2. Verifiability involving the Voter Party (V) is called
Individual Verifiability (IV)

3. Verifiability involving the Officer (0), Witness (W) and
KPU (C) is called Universal verifiability (UV)

4. Verifiability is done in Phase before selection (bv), during
selection (ov), after selection (av), and after vote counting
(ac) which is called End-to-End Verifiability (e2e)

5. Individual Verifiability Integration (IV), Universal
verifiability (UV) and End-to-End Verifiability (e2e)
output "rejects") and runs Verify ('t,a). If Verify ('t,a)
evaluates "wrong" or "true", respectively, sending "reject"
or "accept" to Judge J. The definition [1] does not
explicitly explain about the voter always verifying whether
it was triggered or not. So the protocol model looks
decided to verify according to several possible
distributions.

announcement of the results-------.
of the vote count

-------. Voter Registration -------. Voter
Authentication

l•
Voting -------. Vote Counting -

-voter data

Vote verification is one way to ensure the ballot paper is
in accordance with the choice ofvoters. For voters, the goal is
that the system in which each voter without special training
must easily convince himself of the results of calculating the
vote does reflect actual elections. With the aim of achieving
different levels and scopes ofverification requirements, it can
be used in different e-voting phases [14].

In the system ofe-voting system, verifiability aspect is one
ofthe most dominant parameters, so that it becomes one ofthe
parties determining the quality level of the e-voting system.
Several related studies have conducted verifiability for several
parties involved such as Voters, Officers and Witnesses, but
not thoroughly for the e-voting system phase during elections,
after elections and after vote count. This causes a decrease in
the level of public confidence in the quality of the e-voting
system. The KPU as the highest electoral institution involved
as one ofthe parties to voting, in other studies did not conduct
verification. So Verifiability is where ballot verification is
carried out by several parties, namely by Voters called
Individual Verifiability and by Officers, Witnesses and KPU
called Universal Verifiability that the votes chosen by the
Voters do not change and are included in the vote count and
vote verification from before, dutring, after the election, and

verifiability gives confidence to the voters that the voting
system used will provide safety. [8]. In the e-voting system
data security can be divided into security related to the ballot
(starting from the voting stage to the calculation phase), and
verification by voters to ensure that the contents of the ballot
do not change and has been calculated correctlyr [9].

In this study, e-voting protocol modeling was proposed to
accommodate verifiability needs. In this protocol, the
Verifiability aspect must be able to accommodate the
requirements of voters, officers, witnesses, and the KPU
(General Election Commission), thus increasing the reliability
of the e-voting system. Before modeling simulation and
protocol testing, formal notation was written in the form of
Communicating Sequential Processes (CSP) notation.
Protocol testing will be done with formal verification. An
important step in validating a communication program or
protocol is to use formal verification. Consists ofproving that
the protocol specifications are in accordance with several
previously defined properties. The verification tool used is
based on reference modeling, which can analyze the
specifications logical consistency, and verified properties
reports, namely SPIN (Simple Promela Interpreter). The
verified system used PROMELA language (MEta LAnguage
process) which is translated from CSP formal notation [10].

II. LITERATURE REVIEW
According to [11] verifiability is an electronic voting

system that must provide a method to verify that the system
works as expected. Voters must be able to verify the results of
their votes according to their choices and be taken into account
in the process of counting the votes. The auditor must be able
to verify that all votes by the eligible voters who can enter the
vote count. Verifiability aims to ensure the correctness of the
votes given by voters. This technique is known as voter
verification method, voter verifiable voting system and voter
verified paper audit trails (VVPAT) [12]. This method gives
trust to voters that the voting system used will provide
security, both to the votes given and to the voters themselves
[13].
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data does not change get to Voters, keep Voters data = 1. The
test done is to test the property integrity with assert.

2. Voters Authentication Protocol
In Figure 7 shows a simulation of the Voters authentication
protocol in the e-voting system in ideal conditions, which
consists of several entities involved:

O. Voters
1. Officers
2. Witness

Notation Description
RSK Results ofvote count verification at the KPU

RSPm Voters vote selection verification results

assert Testing integrity properties

IV. SIMULATION OF PROTOCOL E-VOTING MODELLING

Based on the formal notation in section 3, simulations
and formal verification of the e-voting protocol were carried
out using Promela language and Spin tool. Simulation is
carried out under ideal protocol conditions, where the
protocol runs as expected The properties tested from the
protocol are integrity properties using assert conditions.
The modeling simulation on the e-voting protocol is carried
out as follows:
1. Voters Registration Protocol
In figure 6 shows a simulation of Voters authentication
protocol on traditional voting in ideal conditions, which
consists of several entities involved:

O. Generator Key
1. Voters
2. WebKPU
3. KPU

Scenario
Voters:O

2!

3!

Officers:1

1[1

5!.1

Witness:2

!.1

!.1

Scenario
Generator... Voters:1 WebKIPU:2 IKP'U:3

Fig. 7. Simulation of the Voters authentication protocol on the e-voting
system

The ideal condition expected from the e-voting protocol is
to maintain the integrity of data from Voters, ie when Voters
identifies = 1, Voters identity does not change at Officers or
Witness. The test done is to test the property integrity with
assert.

Witness:2Officers:1

!1

Lt!.1

Voters:O

3. Voting Protocol
In figure 8 shows the simulation of the voting protocol on
traditional voting in ideal conditions, which consists of
several entities involved:

O. Voters
1. e-Voting Application
2. TPS Database

Generator... Voters:1 WebKIPU:2 IKP'U:3

Fig. 6. Simulation of the Voters registration protocol on the e-voting
system

The ideal condition expected from the e-voting protocol is
to maintain the integrity ofVoters Data from the KPU until it
is given to Voters, but when Voters gives identity = 1 then
when the KPU verifies Voters Data the value is still 1, Voters
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Fig.9. Simulation of the vote counting protocol in the e-voting system

The ideal condition expected from the e-voting protocol is
to maintain the integrity of ballot data from Voters, which is
when the results of counting are performed in the TPS
Database, then upload the ballot results in the form of ballot
blocks which the Officers vote = 12 until announced on
BulletinBoard. Voters can verify their choice = 3 to the TPS
database or to the Central Database, not having a fixed change
= 3. Officers and TPS Database = 12, no change = 12. KPU
can verify the vote = 12, still not change = 12. The test done
is to test the property integrity with assert.

5. E-Voting Protocol with Attack Scenarios
One example of an e-voting protocol simulation that is
carried out for a scenario is to change the voice in the
database by changing the value in the voice column.

Voters:O Witness:1 Officers:2 PSDataba... CentraIDat... KPU:5

TPSDataba...

eVotingAp... TPSDataba...

3'.1

Voters:O

Scenario
Voters:O

Fig. 8. Simulation of the voting protocol on the e-voting system

The ideal condition expected from the e-voting protocol is
maintaining integrity of voice data from Voters, ie when
Voters votes = 1, the voice ofVoters does not change until the
TPS Database = 1. The test done is to test the property
integrity with assert.

4. Vote Counting Protocol
In figure 9 shows the simulation of the voting protocol on
traditional voting in ideal conditions, which consists of
several entities involved:

O. Voters
1. Witness
2. Officers
3. TPSDatabase
4. CentralDatabase
5. KPU
6. BulletinBoard

1!
10!

Fig. 10. Simulation of the e-Voting Protocol carried out in the scenario of
changing the ballot in the database by changing the value in the voice column

In the simulation carried out an attack on the Database
Center, where previously the result of the vote was = 12, then
someone attacked the Central Database by changing several
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VI. CONCLUSION

The most dominant parameters in the system of e­
voting is verifiability, so that it becomes one of the
parties determining the quality level of the e-voting
system. Several related studies have conducted
verifiability for several parties involved such as Voters,
Officers and Witnesses, but not thoroughly for the e­
voting system phase during elections, after elections and
after vote count. This causes a decrease in the level of
public confidence in the system of e-voting quality. The
KPU as the highest electoral institution involved as one
of the parties to voting, in other studies did not conduct
verification. So Verifiability is where ballot verification
is carried out by several parties, namely by Voters called
Individual Verifiability and by Officers, Witnesses and
KPU called Universal Verifiability that the votes chosen
by the Voters do not change and the ballots has in the
vote count and verification, from before, during, after
the election, and after the vote count is referred to as
Verifiability of End-to-End.

This research has been produced a Protocol (P) that
can improve verifiability (Vr ) on e-voting, with the
concept of Protocol (P):
1. By involving the Voter Party (V), Officer (0),

Witness (W) and KPU (C)
2. Verifiability involving the Voter Party (V) is called

Individual Verifiability (IV)
3. Verifiability involving the Officer (0), Witness

(W) and KPU (C) is called Universal verifiability
(UV)

4. Verifiability is done in Phase before selection
(bv), during selection (ov), after selection (av),
and after vote counting (ac) which is called End­
to-End Verifiability (e2e)

5. Individual Verifiability Integration (IV),
Universal verifiability (UV) and End-to-End
Verifiability (e2e)
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